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- Dr. R_ajen('i'ra Kumar, JIAS

24.01.2013

Sub: Acceptance of Digitally Signed Certificate issued as part of e-District MMP
Dear g‘Q“N’\ I\ﬂ@h\lq_ﬂ)ﬁ, - ,
Reference is invited to D.O. No. 3(77)/ 2008 EG |i dated 06.01 2011

(Letter enclosed) regarding above mentioned subject, it has been brought to
our notice that authorities are not accepting the digitally signed documents.

2. This is to bring to your kind attention that as per section Il of IT Act
2000 (21) of 2000 published in the Gazette of India on & June 2000, digital
signature has been recognized as legal signature. '

%rg,\'l@ \,@ "3. The mannsr in which information he authenticated by means of

\ ,1D\Qa~9 Digital Siganture.- A digital signature shall,- ' v
2 (a) be created and verified by cryplography that concems itself with
: K) . transforming electronic record into seemingly unintelligible forms and back

again;

_D__g-g--" b) use what is known as “Public Key Cryptography” , which
‘employs an algorithm using two different but mathematical related “keys”
b N — one for creating a Digital Signature or transforming data into a

seemingly unintelligible form, and another key for verifying a Digital
Signature or returning the electronic record to original form,

the process termed as hash function shall be used in both creating and
verifying a Digital Signature,

s v ke WExplanation: Computer equipment and software ulilizing two stich keys
% ey are often termed as ‘asymmetn'c cryplography” *.

My’ %3_ Further IT (Amendment) Act 2008 published in the Gazette of india on

. 5" February, 2009 inserted section 3(a) which enlarged the scope of digital'
/ signature to electronic signature or electronic authentication technique.
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4. It may be noted that DIT has already published “Guidelines for Usage
of Digitai Signatures in e-Governance” available on website
hitp://eqovstandards.gov.in/quidelines/Guidelines%20for%20Digital-
signaturefview

5. Inview of abovs, it is requested to kindly issue appropriate instructions to the
concerned authorities for acceptance and processing of the digitally signed
certificates submitted by the applicants. It is further requested to kindly take suitable
measures to increase awareness on the usage of digital signature.
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(Dr. Rajendra Kumar)

To,

Shri Jivesh Nandan

Principal Secretary Information Technology and Electronict
2™ Fioor, C- Biock, Room No: 101, Bapu Bhawan

1st Fioor Luknow, Uttar Pradesh 226041
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